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Federated Learning (FL) enables collaborative model training without sharing data, but traditional static
averaging of local updates leads to poor performance on heterogeneous data. The following remedies, either
by scheduling data distribution or mitigating local discrepancies, predominately fail to handle fine-grained
heterogeneity (e.g., local imbalanced labels). To commence, we reveal that static averaging leads to the
global model suffering from the mean fallacy. That is, the averaging process favors the local model with large
parameters numerically rather than knowledge. To tackle this, we introduce FedVSA, a simple-yet-effective model
aggregation framework sensitive to heterogeneous local data merits. Specifically, we invent a new global loss
function for FL by prioritizing the valuable local updates, facilitating efficient convergence. We deduce a softmax-
based aggregation rule and prove its convergence property via rigorous theoretical analysis. Additionally, we
expose poisoning threats of model replacement that utilize the mean fallacy for attacks. To mitigate this threat,
we propose a two-step mechanism involving auditing historic local training statistics and analyzing the Shapley
Value. Through extensive experiments, we show that FedVSA achieves faster convergence (~1.52x) and higher
accuracy (~1.6%) compared to the baselines. It also effectively mitigates poisoning attacks by agilely recovering

and returning to normal aggregation.

1. Introduction

The increased computation power, abundant data on mobile devices,
and advancements in artificial intelligence algorithms have led to the
rise of Federated Learning (FL) as a prominent method in distributed
machine learning [24,26,29,47,87]. By accommodating massive clients
to cooperatively train a model using their local data without compromis-
ing data privacy, FL is suitable for various real-world learning scenarios
(e.g., medical [30,44,69], industrial [6,17,43], smart cities [50]). One
building block for FL to fuse distributed knowledge is model aggrega-
tion, where the vanilla method is known as FedAvg [47]. For FedAvg,
in each communication round, distributed devices perform local train-
ing based on the downloaded global model, while the server produces
a new global model by taking the average of all the local models.

However, recent studies have criticized that FedAvg presents a poor
performance and vulnerability with attacks when trained on heteroge-
neous data [3,64,73,86]. In real-world scenarios, different users have
distinct usage habits [65], the data samples generated or stored on end
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devices (clients) are non-independent or identical (i.e., non-IID) and
may have imbalanced labels. In this heterogeneous data distribution,
the simple averaging of FedAvg tends to prioritize the training results
from ‘large’ clients that have more data samples, which leads to the
model being biased and a slower acquisition of knowledge from the
‘small’ clients. Consequently, this significantly prolongs the convergence
time of the learning process and negatively impacts the accuracy of the
model [37,73]. A study conducted in [86] showed that the model trained
by FedAvg on CIFAR10 with heterogeneous settings experienced a 37%
decline in accuracy compared to the IID counterpart. Besides, some stud-
ies show that the attacker can easily manipulate the global model by
leveraging the static averaging [2,42,62,66,82]. By scaling or continu-
ously injecting the poisoned model, the global model can be destroyed
or contain a backdoor.

Current research proposes to solve the above statistical hetero-
geneity problem by either actively balancing the data distribution
[12,15,22,31,54,63,65,70,72,85,86] or optimizing the aggregation pro-
cess [1,16,18,34,37,53,58,59,67]. On the one hand, in order to make
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the data balanced in training, some methods require sharing a portion of
the local data [86] or server-side proxy data [31] with different clients.
However, data sharing may raise privacy concerns and contradict the
objectives of FL. Alternatively, a lot of methods also focus on actively
selecting clients for balanced data distribution. Astraea [15] employs
a virtual mediator to reschedule the clients and rebalance the data.
DQS [63] selects the clients with high data quality to participate in the
training process. Reinforcement learning is introduced in FAVOR [65]
and FedSens [12] to assist in deciding and selecting the clients for each
training round. IFCA [22] and FedDMS [85] adopt clustering-based
methods to partition clients into different clusters to perform an iterative
training process. These methods can unintentionally reveal the distri-
bution of local data and usually introduce extra establishment latency
for FL. On the other hand, several aggregation optimization techniques
are dedicated to enhancing the loss function. FedProx [37] introduces a
proximal term to the objective with the purpose of improving stability.
FedCurv [59] incorporates a regularization term into the loss function
to encourage local models to converge towards a common optimum.
However, these additional regularization terms mainly reduce the over-
all variability among the models, while the label imbalance inside each
client is not addressed.

To mitigate malicious attacks, existing methods try to design de-
tection and filtering mechanisms. FAA-DL [57] uses OC-SVM to detect
abnormal updates from local clients. Krum [4] and Zeno [74,75] design
some score functions to measure the local updates and filter out out-
liers. However, it is challenging for these online outlier-based detection
mechanisms to counter various and stealthy threats, since the attacker
will disguise the malicious updates and make them more similar to the
normal ones. Furthermore, some efforts try to use clean ‘label’ data to
purify the poisoned model [39,60]. However, it is difficult to adapt these
tools to FL, due to the data access restrictions and frequent interactions
between servers and clients.

In this paper, we initially confirm the negative impact of heteroge-
neous data distribution on the global model. Additionally, we investi-
gate that this issue may arise due to the occurrence of the mean fallacy
when averaging the local parameters with static weights. The mean fal-
lacy arises when the valuable local updates are overshadowed by the
larger ones during the simple static averaging process. Low-quality or
malicious local updates may have a large impact on the future global
model. To escape from the mean fallacy, one straight solution is to as-
sign more weight to valuable clients in aggregation. The crucial aspect
of this approach lies in determining the merit of each client. However,
there are two challenges that need to be addressed in order to achieve
this objective:

« Privacy-preserving principles. We cannot directly access the
client’s locally stored data for their merit evaluation. Furthermore,
the merit should not expose any information about the local data,
such as its distribution or quantity.

Unexpected behaviors of clients. The behavior of a client dur-
ing the training process can be unpredictable, as it depends on the
subjective willingness and objective resource constraints. A client
could potentially act maliciously, be uncooperative, or disrupt the
training process. Even an honest client, its behaviors can differ from
one round to the next.

To overcome these challenges, the method being developed must
ensure privacy, adaptability, and reliability. In this paper, we introduce
an effective and robust model aggregation framework for FL, named
FedVSA, which improves the model performance and robustness by en-
dowing Sensitivity on the Value (knowledge) of local updates during
Aggregation. We point out that the local models with more knowl-
edge should play a crucial role in improving the global model per-
formance [68]. Hence, FedVSA is designed to judiciously give more
attention to the valuable distributed knowledge during aggregation for
learning to help the global model escape from the mean fallacy. In order
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to protect data privacy while evaluating the merit of each client, we in-
troduce the concept of inference loss as the loss on the client’s local data
with the current global model. Without revealing local data, we use the
inference loss to measure the dynamic bias between each piece of local
knowledge and the globally learned one, in this way, attaining the value
of a tuned local model in improving the overall performance. Formally,
we design a novel global loss function, in which the local updates are
summed exponentially (Eq. (6)), implicitly giving larger weights for up-
dates with larger inference loss and using them to guide the optimizing
direction (i.e., gradients). The value-sensitive optimization process that
leans toward unacquainted knowledge can effectively accelerate model
convergence.

Second, to mitigate potential poisoning behaviors [10,23,27,46,55],
in particular, the model replacement attacks, FedVSA exploits the dif-
ferential inference loss of adjacent communication rounds in a two-step
anomaly detection and recovery mechanism. In brief, inference loss no-
tably increasing for the majority of clients indicates an anomaly in the
global model. On detecting an anomaly, we dig into the Shapley Values of
different updates in this round by computing the marginal accuracy im-
provement of the cached uploaded models. Finally, those updates with
negative Shapley values are identified as abnormal and unlearned in the
global model.

The main contributions can be summarized as follows:

We point out, with experimental observations, that FL experiences
severe performance degradation as the local label imbalance wors-
ens. Furthermore, our study suggests that this degradation may be
due to the static simple averaging method, which causes the global
model to fall into the mean fallacy. In other words, it tends to favor
local models with large numeric values rather than knowledge.
We design a novel global loss function with attention to valuable
local updates (i.e., those with high inference loss) and deduce the
aggregation rule. We provide rigorous proof and analysis for their
convex and convergence properties.

Considering the malicious behavior of attackers, we utilize the in-
ference loss uploaded from the clients for robustness. We propose a
two-step mechanism to detect and recover from anomalies by con-
sidering both performance statistics (historic inference loss) and the
marginal contributions (Shapley Values).

Experimental results demonstrate that the proposed method outper-
forms the 13 typical baselines in terms of both convergence speed
and overall performance on three popular datasets. Moreover, it
possesses the ability to quickly recover from attacks.

This is an extension to the previous conference paper [81]. The prin-
cipal differences involve: 1) We have newly added the observations to
find the reason for the FL performance decline. We identified the rea-
son as the mean fallacy problem of the vanilla static averaging algorithm
in FL. 2) We have proved the convex and the convergence properties of
the proposed value-sensitive aggregation algorithm. 3) We have newly
designed a two-step detection&recovery mechanism against model poi-
soning in FL. These make it sufficiently novel in terms of the findings,
design, analysis, and evaluation.

2. Related work
2.1. Data heterogeneity in FL

Data heterogeneity poses a significant challenge in FL [19,33], as dis-
tributed data sources usually have different data distributions. Existing
papers mainly attempt to solve this issue by mitigating discrepancies, al-
leviating catastrophic forgetting, and deliberately selecting participants.

Local gradients discrepancies mitigation. Many researchers have
claimed that the great diversity of local gradients is one of the most im-
portant reasons for the global model accuracy decline. Some propose
to share a portion of local data [86] or server-side auxiliary data [31]
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among (to) clients to make the local updates more similar. These meth-
ods are criticized as violating the privacy protection intention of FL.
Some work tries to adjust the loss function for similar gradients among
updates. FedProx [37] and FedProxVR [14] introduce a proximal term to
the local objective in order to minimize the differences between local up-
dates and the global model, while FedCurv [59] incorporates a penalty
term into the loss function, forcing all local updates to converge towards
a common optimal solution. However, a major limitation of these ap-
proaches is that they often overlook the possibility that the approximate
regulation might lead to a sub-optimal solution for the global model.
Some work also claims that the discrepancies of local and global opti-
mum, named ‘client drift’, caused by heterogeneous data are the main
culprit that damages the convergence rate [38]. SCAFFOLD [34] intro-
duces the stochastic control averaging algorithm to rectify the ‘client
drift’. Similarly, FedDyn [1] proposes a dynamic regularization for the
clients to align them with the global optimum, thus reducing transmis-
sion costs. Based on SCAFFOLD, FedDC [18] decomposes the client drift
into two components to monitor and correct the local drift between
local and global models. FedNova [67] ensures that local models are
appropriately weighted during averaging, maintaining objective consis-
tency and enabling fast error convergence. FedConD [8] employs an
adaptive mechanism to identify client drift and minimize its impact on
the performance of models in asynchronous FL. FedDisco [78] modifies
the aggregation weights and makes it not only involve both the data
quantity and the distribution discrepancy. FedLAW [40] designs a learn-
able aggregation weight for adaptive aggregation, which is a cold start
method and requires a number of communication rounds to get an op-
timal weight for each client. Despite these advancements, most of these
methods still rely on static parameter averaging, making them suscepti-
ble to the mean fallacy.

Alleviating catastrophic forgetting. Recent researchers also at-
tribute the problem to catastrophic forgetting. It has been noticed that
the locally trained model tends to significantly forget the knowledge
gained from previous training data at other clients [76]. FedReg [76] uti-
lizes generated pseudo data in local training to alleviate forgetting and
protect the original data from gradient inversion attacks. FCCL [32] in-
corporates knowledge distillation during local training and incorporates
unlabeled public data for communication. Additionally, FCCL constructs
a cross-correlation matrix to learn a generalized representation that
can handle domain shifts. Some other efforts try to reduce forgetting
by adopting a self-attention-based architecture [53], collaborative re-
play [52], and matching feature layers of local models [83]. However,
these efforts require auxiliary information which will increase the po-
tential for exposing data privacy.

Participants selection. Selecting participants with more potential is
also helpful for FL performance. FAIR [13,41,80] adopts loss reduction
during training to measure individual quality and maximize the col-
lective learning quality of all participants. FedACS [70] quantifies the
label distribution heterogeneity using Hoeffding inequality and selects
clients with minimal data heterogeneity based using Thompson sam-
pling. Similarly, DQS [63] introduces a scheduling algorithm based on
the greedy knapsack approach to choose clients with high-quality data.
Reinforcement learning is used to directly select the participants in [65]
or assist clients in deciding whether to participate in a training round
in [12]. However, such selection can introduce a bias towards the cho-
sen clients. Besides, in practice, qualified clients are often the minority
and may not be available online continuously. Astraea [15] increases
the uniformity of data distribution by introducing virtual components,
which helps in rescheduling the training process and redistributing the
clients’ local data. IFCA [22] is a method that uses clustering to estimate
the cluster identities of clients and optimize model parameters for each
cluster using gradient descent. FedDMS [85] leverages the clustering-
based methods to reschedule the clients to alleviate the discrepancies
by considering the upload delay and the direction of the local updates.
Oort designs a metric named statistical utility based on the accumulated
local loss to evaluate the clients’ contribution to select highly important
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clients. However, these methods might raise privacy concerns by ex-
posing the local data distribution or profile of the client. Besides, these
methods only use the loss for selection and retain the local training and
aggregation as it stood. Notably, FedVSA not only evaluates the merit
of each client but also uses the loss to guide the direction of global op-
timization.

2.2. Threats against FL

Many approaches have been proposed to enhance the resilience of
the FL in response to model replacement or backdoor threats, which
intentionally corrupt the global model, as indicated by recent re-
search [20,33,82,88].

Robust statistics. Some researchers propose to use robust statistics
in aggregation rather than directly averaging. For example, Median [79]
uses geometric median as the aggregation rule. However, this method
causes a negative impact on model convergence and can not guarantee
that the attackers are blocked.

Trimming outlines. Some researchers try to trim the outlines to
protect the training process. Trimmed mean [9,79] establishes statisti-
cal error rates for the aggregation rule by utilizing marginal trimmed
mean. Kardam [11] filters out outliers by leveraging the Lipschitzness
of the gradients. Krum [4] selects the candidates based on the minimal
local sum of Euclidean distances, while Zeno [74] and Zeno++ [75]
compute scores using a stochastic zero-order oracle and average over
the candidates with the highest scores. DnC [56] has been a representa-
tive robust aggregation method in recent years. DnC performs dimension
reduction using random sampling followed by spectral methods based
on outliers removal. RAF [51] is a robust aggregation method that relies
on the aggregation of updates using the geometric median, which can be
computed efficiently using a Weiszfeld-type algorithm. However, all of
these methods require a fixed trimming number to confront a bounded
number of attackers. Yet, the assumption of knowing such a bounded
number is impractical.

3. Observations

In this section, we explore and analyze the statistical data hetero-
geneity problem in FL. Subsequently, we investigate that the simple
averaging might lead the global model to fall into mean fallacy.

3.1. Preliminaries on data heterogeneity

Some point that the reason for the poor performance is the model
deviation of the local models, which comes from the data heterogene-
ity [33]. Here, we propose to analyze the statistical data heterogeneity
from two aspects: from a global perspective, non-IID is the main cause
of model deviation; from a local perspective, label imbalance causes a
biased local model and exacerbates the model’s deviation.

Global non-IID. There are inherent differences in the data distribu-
tion between different clients, such as variations in data quantity and
category distribution, termed as non-IID. These differences arise from
variations in the contexts of the clients. Additionally, the global data
distribution changes dynamically as the clients join or leave the train-
ing process.

Local label imbalance. There are data distribution discrepancies
within each client, that is, the data quantity belonging to different la-
bels is different, termed as label imbalance. Furthermore, as data can
be collected and generated in real-time, the situations of imbalance also
change over time.

3.2. Observations on FL with heterogeneous data
According to the analysis mentioned above, we set different types of

data distributions for simulation purposes and assess the performance
of FedAvg.
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Fig. 1. The observations of statistic data heterogeneity problem and mean fallacy problem in FL.

We follow the experimental settings in [47,81]. In the distributed
network, we deploy 100 clients, with 30% of clients randomly partici-
pating in each round. These clients collectively train a CNN model on
MNIST, specifically LeNet-5 [36,45].

Data distribution. According to our analysis of data heterogeneity,
we set three different types of data distribution.

1. IID & balanced. In this setting, the data distribution is uniform
across all clients, and the quantity of each label is evenly distributed
within each client’s dataset.

2. non-IID & balanced. The data distribution varies among clients, and
we randomly assign two labels to each client while ensuring that
the quantity of each label remains balanced within their respective
datasets.

3. non-IID & imbalanced. We randomly assign two labels to each client
to simulate the non-IID setting. However, the quantity of each label
differs between clients, and we utilize the variance parameter ¢ to
quantify this difference.

In our analysis, enforcing IID as a strict requirement is challenging, espe-
cially when dealing with real-world datasets where label quantities often

vary. Acknowledging this reality, we introduce a parameter, denoted as
o, which represents the statistical variance of label sizes, quantifying the
degree of label imbalance. A higher ¢ value indicates more significant
disparities between the sample sizes of different labels. We deploy the
FedAvg on MNIST and observe the performance in different o settings.

The results of the evaluation are presented in Fig. la. It is evident
from the observations that label imbalance has a notable impact on ac-
curacy. When the data is balanced, FedAvg achieves convergence after
just 5 rounds, whereas it requires approximately 20 to 35 rounds when
dealing with imbalanced data. Furthermore, as ¢ increases, the accu-
racy diminishes, leading to more fluctuations in performance during the
training process.

3.3. Observations on mean fallacy with heterogeneous data

In order to investigate the reasons behind the performance decline
when dealing with heterogeneous data in FL, we conduct a comprehen-
sive analysis of both the local and global models from two perspectives:
performance view and numeric view. Our findings indicate that the use
of static averaging may cause the global model to fall into what we refer
to as the mean fallacy.
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Biased local models. To commence, we study the classification per-
formance of local models for each label, as shown in Fig. 1b. Our analysis
reveals that the local models can achieve high accuracy only on the
labels they were specifically trained on while exhibiting near-zero ac-
curacy on other labels. This observation indicates that the presence of
heterogeneous data may lead to biased local models, primarily due to
overfitting on their local data. Furthermore, the discrepancy among the
local models emerges as one of the primary reasons for the overall per-
formance decline, thus confirming the claims made in [31,37,86].

Flawed aggregation. In Fig. 1c, we test the performance of the
global model before and after the aggregation process, and we select
the best performance achieved by any of the local models for each la-
bel as the expected global model. Our observations reveal that the global
model exhibits two distinct behaviors: dilution and forgetting. For di-
lution, the aggregated global model fails to fully absorb the knowledge
from the local models, as evident in cases like ‘Label 4’ or ‘Label 8
(see Fig. 1c). Concerning forgetting, the aggregated model loses some
knowledge present in the previous model, whereby the performance on
‘Label 2’ decreases near 90% after the aggregation.

Large values preference. Based on the findings from Fig. 1c, we
have concluded that the static averaging methods fail to fully aggregate
the knowledge from the local clients. We declare that the parameters
averaging is not equal to model knowledge averaging. We conduct a
numeric analysis of the local models’ parameters, as shown in Fig. 1d.

t+1
[w),

| wit! |
rameters and display the accuracy of three labels that were observed
to be diluted (‘Label 4’), forgotten (‘Label 2’), and normal (‘Label 8’).

The |w;<+1 | represents the local model from client k at round ¢ + 1, and

Specifically, we use the ratio

to measure the local models’ pa-

|w'*!| represents the global model at round ¢ + 1. Our observation
indicates that the model performance is independent of the nu-
meric value of the model parameters, a larger numeric value of the
model parameters does not represent containing more knowledge,
yet existing flawed aggregation methods only focus on the param-
eters’ numeric value and prefer large values. We can observe that
1) large numeric values do not represent high performance, as models
with large values perform poorly in ‘Label 2’ and ‘Label 4’; 2) the model
with smaller numeric values does not represent it contains less knowl-
edge, as some models with smaller numeric values perform better than
large ones; 3) The performance of ‘Label 8’ can be high not matter the
model parameters’ value is large or not.

As for mean fallacy, the performance of the global model experiences
a significant decrease after the flawed aggregation with the biased lo-
cal models, since the aggregation is large value preference rather than
large knowledge. We attribute these phenomena to existing simple
static averaging. Simple static averaging adopts the mean to aggre-
gate the biased local models, yet the mean may not be a suitable
statistic when there is a significant disparity in parameter numeric
value. Besides, we consider that parameter averaging is not equal
to model knowledge averaging. Existing static averaging only consid-
ers the parameter space, thus making the knowledge of the aggregated
global model agnostic and preferring models with large numeric values
rather than knowledge.

4. Problem statement

As aforementioned, the pervasive presence of data heterogeneity sig-
nificantly affects FL training. In this part, we construct a novel learning
problem based on the vanilla FL architecture and accordingly deduce
a new aggregation algorithm. Unlike FedAvg, the attained aggregation
prioritizes the model-informed value rather than solely relying on the
size of local data. The primary notations used in our formulation are
listed in Table 1.
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Table 1
Main notations in the problem statement.
Notation Description
(g js Vij) The j sample and its label in client k.
CR Short for Communication Round.
N The sets of clients in FL.
T # CR that the learning process terminates.
w Deep learning model parameters.
w' Global model parameters at the " CR.
w;( Local model parameters of client k at the /" CR.
w* Optimum of the global learning problem.
D The weight of the client k.
D, Local dataset of client k.
D The combination of all D,.
m' The number of clients in #”* CR.
L Samples chosen from the k™" client’s local data.
¢ Some specific loss function.
F,F* The global loss function and its optimal solution.
Fy, F; The local loss function of client k and its optimum.
n, Local learning rate at the /' CR.
E # of local training epoch.
az The variance of stochastic gradient.
L Parameter in L-smooth.
H Parameter in p-strongly convex.
G? The expected square norm of stochastic gradient.

4.1. Learning problem of traditional FL

Before presenting our formulation, we first review the technical pre-
liminaries of the learning problem in traditional FL. For the sake of
clarity, we list the primary notations in Table 1 and explain some oper-
ations: || - || is the L, norm, | - | means the size of the set, and £ signifies
‘is defined to be equal to’.

Assuming a distributed computing scenario with |N'| clients, where
each client possesses its local data D, (where k € N'), the collective
dataset of all clients is denoted as D =), \ D. The global loss func-
tion is represented as F(w), and the loss on the local data D, is

[ D]
F(w)2 £(w, D) = Z (W, X i )- 1)
J

With these, the learning problem for distributed optimization in tra-
ditional FL is:

w* = arg min {F(w) 2 Z kak(w)}. (2)

keN

Here, N represents the set of clients, and p;, denotes the weight assigned
to the k™ client, satisfying the conditions p; >0 and Y.\ px = L.
Given the complexity of the distributed optimization problem, finding
a closed-form solution is challenging. Therefore, to overcome this dif-
ficulty, distributed gradient descent is adopted as a means to mitigate
this issue.

The vanilla FL algorithm, FedAvg, is commonly used for distributed
gradient descent. We formally present one round (the #”* round) of the
standard FedAvg procedure: Initially, the server broadcasts the global
model defined by w' to the participating clients. We denote w;( for the
local model trained in the client k at the "# CR; Subsequently, each
client (e.g., the k'™ client) sets the initial values of w;{ as w' and then
conducts E(> 1) steps local training. The client performs stochastic gra-
dient descent (SGD) training locally by

Wit = wl —n VF W), &). 3)

According to the definition of the global loss function in Eq. (2), we can
then get the partial derivative of F(w) as

VFw)= Y pVFw). @
keN
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Using Eq. (3) and Eq. (4) with 7 + 1 € I, the aggregation algorithm
of FedAvg is then presented as

Wl = + Z p;((w;:'l _ wzc) - Z p;(w;:'lA ®)
keN keN

t+1

The server will aggregate the local updates w)

using Eq. (5) and obtain
a new global model w'*!.

4.2. Learning problem of FedVSA

The essential objective of FL training is to minimize F(w). As F(w)
quantifies the disparity between model predictions and true labels,
a well-trained model aims for a small value of F(w). Instead of uniformly
averaging all clients’ losses using the previous global loss function, we
introduce a novel global loss function in FedVSA.

Based on the observations in § 3, it is evident that the model requires
more communication rounds to achieve convergence when dealing with
heterogeneous data. The underlying reason for this phenomenon could
be attributed to the mean fallacy by simply static averaging, where the
heterogeneous data leads to varying biases in the local training losses of
different clients. Some clients experience extremely large losses, while
others encounter losses close to zero. Consequently, the global model
necessitates additional iterations to learn from these extreme losses
through simple averaging. To tackle this issue, we propose that the gra-
dient descent step should be tailored to each client, with a proportionally
larger step for those with larger local losses. The rationale behind this
approach is that a larger step signifies a higher emphasis on the global
loss descent. We employ the exponential function to formulate the dif-
ferential attention. Specifically, we design a logarithm to restrict the
interval of the exponential sum, which enables us to derive our loss
function for FedVSA:

F(w)=1n< 2 eFk(w)>. 6)

keN

Given such a learning formula, we then formally define the learning
problem for optimizing F(w) in FedVSA:

Definition 1 (Optimization problem of FedVSA). In the context of dis-
tributed FL clients with inference loss Fj.(.), the optimization problem
of FedVSA involves finding an optimal w* that minimizes F(w).

w* =argmin F(w) = argminIn < Z eFk(w)> %)
keN

Wherein, F, (w") is the loss of predicting the labels of local data using
global model w', we define it as inference loss.

In order to solve the optimization problem and deduce the aggre-
gation rule for global updates, we utilize the basic gradient descent
method. According to Eq. (4) and (7), the aggregation algorithm of Fed-
VSA is modeled as:

wtl = Z softmax [Fk(w’)] w?{“ 8)
keN

As shown, the difference between Eq. (8) and FedAvg lies in the
weight factors. The weight factor p, in FedAvg is related to the size of
local data, while the weight factor of FedVSA is p} = softmax [F k(w’)] .

The softmax function is used to normalize the inference loss into
interval [0, 1]. The large inference loss will map to a large value after
applying softmax. This endows the local updates with higher inference
loss more weight in aggregation and provides more impact on global
learning. In this way, the FedVSA is expected to accelerate the absorp-
tion of knowledge on ‘unseen’ local data, which owns higher inference
loss.
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4.3. Property analysis on FedVSA

In this subsection, we demonstrate that the global loss function in
FedVSA (i.e., Eq. (6)) is conditionally convex. Additionally, we establish
that the optimization problem of FedVSA can achieve convergence to the
global optimum with a rate of (9(%).

4.3.1. Convexity of the global loss function
Convexity is a critical property for an optimization problem. A con-
vex function [5] should satisfy Definition 2.

Definition 2 (Strictly convex function). f : R* — R is a convex function,
if

(1) dom(f) C R* is a convex set.
(2) Yo,w € dom(f),v < w,Vp € (0,1), it satisfies f(fv + (1 — pw) <
Bf()+ (1= p)f(w).

In FedVSA, the global loss function F(w) is related to the local loss
function Fj(w), which denotes the optimization problem in client k'”.
According to Eq. (8), we deduce the relationship between F(w) and
F,(w) in Theorem 1. It shows that the global loss function in FedVSA
can find an optimal solution if all F (w) is convex.

Theorem 1 (Convexity of F(w)). If the function F;(w) is convex and non-
negative for each client k, then the F(w) is also convex.

Proof. The proof is presented in the Appendix A.1. []

It should be noted that the condition that all Fj(w) are convex is
not always met. For instance, when using DNNs, F) (w) is not convex. In
such cases, we can only obtain a solution w that minimizes each Fy (w)
as much as possible, leading to the global loss function F(w) achieving
a relatively minimal value.

4.3.2. Convergence analysis on the aggregation rule
Inspired by [37,38], we establish the following assumptions concern-
ing the local loss functions F,k € N.

Assumption 1 (L-smooth). Fy,k € N are all L-smooth: for all v and w,
Fi(v) < F(w) + (0 = )T VF(w) + 5 [lo = wl]2.

Assumption 2 (u-strongly convex). F,k € N are all pu-strongly convex:
for all v and w, F,(v) > F(w) + (v — w)T VEF,(w) + %llv - wllg.

Assumption 3 (Variance bound). The variance of stochastic gradients in
each client is bounded: [EllVFk(wf,frk) - VF,((wf‘)ll2 < a,%, for ke N.

Assumption 4 (Expected square norm bound). The expected squared
norm of stochastic gradients is wuniformly bounded, i.e.,
EIVF(wr ) <G* forke N andt=1,...,T.

Based on these assumptions, we analyze the cases in which clients
fully participate. Let FedVSA terminate after 7 CR and return the global
model w”. However, as shown in Table 2, compared with existing
proofs, there are two key challenges to completing the convergence anal-
ysis:

+ The newly designed global loss function F(-) is a nonlinear sum
of local loss F;(-). The global loss function in existing methods is
the linear sum of local loss. When Assumptions 1-4 hold, the u-
strongly convexity and L-smoothness of F(-) can be easily derived.
These properties are essential for convergence analysis. For a non-
linear sum, these properties need further analysis. Thus, we derive
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Table 2
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Comparison of heterogeneous FL algorithms in terms of the formulation and the property of global loss function F(w)

and aggregation weights p,.

Methods Global loss function Is F(w) a linear sum? Dk Is p, a constant?
FedAvg F(w) = Yy PeFe(0) v Pi= o OF Py = % v
FedProx F(w)= Y en P F (W) v P = ﬁ orp, = L];l v
. ReLU(n,—a-d;+b) ReLU (n—a-di +b)
FedDisco Fw)=Y,cy S Rl —d B Rgzu(nm:dmn) F(w) v P = S RelUod 7B ReLU(nm—:d,,,er) v
Ours F(w)=1In(Yc, ) X P = % X
e Round t Round t+1 Round t+2 FedVSA aggregation
__________________________________________________ o
Reaggregated . Shapley Value
Global model Poisoned model rgn%)dfl Loss comparison —» e\?allfation
Server ﬁ@ _,| FedVSA @ FedVSA |
aggregation aggregation Distributing
_________________________ SA | model hotfix
® el ® ® @ el ® @ I Waiting for trained models from clients |
Value-sensitive

: Computing inference loss

m EELG-m |

Attacker

inference loss

Arbitrary
poisoned model §/

)

[

Indistinguishable g |

Local model training }
[

[

[

|
|
|
|
|
|
|
\

model aggregation

(D Broadcasting global model to the clients

®@ Uploading inference loss, benign il / malicious|ll
@ Distributing model hotfix if exists

@ Uploading local trained models to the server

© The majority inference loss is abnormal

The majority inference loss is normal
—» Required Optional

Fig. 2. The workflow of FedVSA. Then multi-rounds of training are performed between the server and the clients, wherein the clients compute the inference loss
and perform local training, and the server makes cautious aggregation by analyzing the uploaded inference loss. Note that clients in the two rounds are different. If
there exist abnormal updates, the server will distribute the model hotfix to the clients according to the Shapley Value. The hotfix can mitigate the impact of attacks

and obtain a clean reaggregated model.

the properties of u-strongly convexity and L-smoothness of F(-) based
on Theorem 1, shown in Appendix A.1. Based on these, we follow
the roadmap of [38] to derive a difference bound E(F(w”)) — F*
between the optimum global loss F* and the expected global loss
E(F(wT)).

The aggregation weight p; is dynamically changing along the
training process. Existing proofs regard the aggregation weight as
a constant and use it to form a part of the convergence bound. In
FedVSA, the p;c is a dynamically changing variable, which depends
on the inference loss of local clients. Thus, we derive and use the
bound of p;C to constrain it to a constant value.

Theorem 2. Assuming that Assumption 1 to 4 are fulfilled, and we have
defined L, u, o, G in those assumptions. With the learning rate 1, =

H(+E)’
after T communication rounds, FedVSA with all client’s participation satisfies
2LY L )
E[F(w")| - Ff < ——— + ZE|lw' — w*|%, 9
[Fh) a2 I ©
where
Y=8(E-1)’G*+ ) of + 2r, r= Y (Fuw*) = F).
keEN Ne keN

Proof. We provide the main steps of the proof here. We try to get the
difference between the trained model and the optimal one. Based on the
four assumptions, we can get the one-step SGD bound (Lemma 3, 4, 5).
Next, we set #, and utilize the L-smoothness of F(-) to derive the multi-
step SGD bound. For more details, please refer to Appendix A.2. []

The convergence analysis presented in Theorem 2 establishes that
FedVSA achieves convergence to the global optimum at a rate of 0(%).
After T communication rounds, we can obtain a global model w”. With
more iterations, the expected loss of w” will be tuned close to the opti-
mum.

5. Design of FedVSA

In this section, we present the overview and the key components of
FedVSA.

5.1. Overview of the framework

To commence, we provide an overview of our proposed framework.
Asillustrated in Fig. 2, there are two parties in FL architecture, the server
and the clients. The server maintains a global model and the clients
own the private training data. Through multi-round interactions be-
tween the server and the clients, the global model can gradually absorb
the information of local data. Each training round contains four stages:
broadcasting the global model, value estimation, distributing hotfix, and
value-sensitive model aggregation.

Broadcasting the global model ((1)): The server transmits the latest
global model to all participated clients, and the clients train the global
model with their own data.

Value estimation: The client computes the inference loss based on
the download global model ((1) in clients). The inference loss is the
loss value (e.g., cross-entropy) of the global model on the client’s local
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data. The estimation is dynamically evaluates the difference between the
global model and local data, and transmitted back to the server (@).

Distributing hotfix: The server received the inference loss from
the clients, and used the two-step detection mechanism to prevent the
potential threats in the training (the attacker may upload arbitrary in-
ference loss and model). For the first step, we compare the current in-
ference losses with historical statistics to detect abnormal values. Based
on the numerical comparison results, the server would directly process
aggregation or perform a fine-grained contribution evaluation. For the
second step, we leverage Shapley Value to measure the marginal contri-
bution of the local updates from the previous round. We consider the
local updates with negative Shapley Values to have a negative impact on
the global model. We collect these local updates to produce the model
hotfix and distribute them to the clients to mitigate the potential threats.

Value-sensitive model aggregation: The server aggregates the lo-
cal updates weighted by inference loss, detail in § 5.2.

During the training process, the attacker can impersonate a client
and perform attacks. The attacker can manipulate the inference loss and
trained model so that the global model aggregated by these can be poi-
soned. In our two-step detection mechanism, the negative impact can
be mitigated through hotfix in the next training round.

5.2. Value-sensitive model aggregation

We present the detail of the value-sensitive model aggregation pro-
cess in Algorithm 1.

Algorithm 1: FedVSA training process.

Input : m'.

Output: The trained global model ™.
1 Initialize model wy;
2 foreachCRt= 1,2, ... Tdo
3 S, « m' participating clients;
4 foreach client k € S' in parallel do
5 |_ w), F(w') < LocalUpdate (w') ; (Algorithm 2)

5_’, « Detection (F,(w")); (Algorithm 3)

Clip the F(w') , k € §; w*! « ¥, .5 softmax [F,(w)| wi' ;
8 w' = wH—l;

9 return w*

In Algorithm 1, the server initializes the training task and constructs
the global model wy. In each training round, the clients perform Lo-
calUpdate (Line 5) based on the downloaded global model w’. Notably,
not all clients would continuously participate in the training process. We
set the m' as the number of clients in each round. While the server re-
ceives the local updates and inference losses from the clients, the server
detects and audits the previous global model (Line 6). Any malicious
or having negative impact on local updates would be removed from
the aggregation. Moreover, to address the overflow problem in softmax
function, we adapt the gradient clipping method to limit the range of
the value [48].

Algorithm 2: Function LocalUpdate.

Input : Global model w', local epochs E, local batch size B.
Output: Local trained model w;:’l, inference loss F(w').
Compute inference loss on D,;

F(w',Dy) < ¢ (w',Dy);

Initialize local training model w), « w';

B « (Split D, into batches of size B);

foreach epoche=1,2,..., E do

\\ for batch b € B do

NSO A W N =

L wi{“ — wi —noF,(w,b);

1
8 return w("', F,(w')
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Based on vanilla local training process [77], we add a light-weight
computation for inference loss (Line 2 in Algorithm 2) in LocalUpdate.
While the client finishes the local training, the inference loss and the
local updates will be transmitted to the server.

5.3. Mitigating model replacement attack

Intuitively, FedVSA prefers those clients showing high inference loss
and believes they have some ‘unseen’ information to be learned, which
can further improve global performance. However, such a unique design
may be misused by malicious clients to exaggerate their values for
easier and more threatening model poisoning. Hence, it is crucial
to distinguish honest clients with qualified data from those malicious
ones [71]. We specifically target the most common poisoning attacks
in FL, known as model replacement attacks [2,42,84]. These attacks ex-
ploit the mean fallacy, which is manipulating parameters to a large value,
aiming to transfer the current global model to target one. Formally, at-
tackers can upload the arbitrary local update wi;’l to the server.

t+1 —

1 1
= —(w, - )= = Y pw - w), 10
Pm " N

w

where 0 < p, <1 is the weight factor of the client k during model ag-
gregation, 1 < p,, < |N'| is the weight factor of the malicious attacker.
D, is set to be larger than 1 to fulfill the substitution. After aggregation,
the global model w'*! is ‘replaced’ by the attacker desired model wh.

wtl =t + Z pk(w;:l _ wt) +mety;r1
keN amn

=wp

In this mode, the attacker needs to know the peer local updates
Yien Pt — w') and p,. However, it is impracticable for attack-
ers to access the peer clients’ local updates, since it is high cost and easy
to be exposed. To achieve the attack goal, the attacker would inject the
poisoned model while the global model gets convergence. So that the
peer clients’ local updates will approximate to zero. For p,, it is a static
value, the attacker can obtain an approximate value by iteratively in-
creasing (similar to the FedAvg cases).

Note that the real-time defense against malicious attacks is chal-
lenging in FL, whereas mitigation and remediation after the attack
are feasible [82]. Based on this, we propose a two-step detection and
recovery mechanism to confront the aforementioned threats.

We notice that the performance change is the noticeable feature of
the model replacement attack. Hence, we first perform loss comparison
using historic statistics and majority voting. We use the decreasing trend
of loss value in the training process, the inference loss should not be
larger than the previous maximum. An extremely large inference loss
might represent a potential anomaly. If the majority of the clients report
an anomaly, the updates from the last round are considered to contain
malicious submissions. The loss comparison is formally described as:

Dr=1 { Z 1[F(w") > max(F(w'™1)] > % } . 12)
keN

Where [(condition) is an indicator function that outputs 1 when the con-
dition is true. If Dr = 1, the server continues to locate the troublemakers
using the second step, namely, Shapley Value evaluation. Wherein, the
Shapley Value is calculated as the marginal accuracy improvement of
each client in one round. We use the different combinations of the lo-
cal updates from different clients to reconstruct different versions of
aggregated models and evaluate their performance with the marginal
accuracy improvement of each local update:
C. = Awsyy) = Aws)

k= IN -1 ’ 13)

SCN\(k} ( 1S )

where A(w) means the accuracy of the model w, S is the participating
clients, w¢ means the model is reconstructed by w;(,k € S. A nega-
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tive C, indicates the local update may decrease the performance of the
global model. Note that whenever there is an inference loss anomaly at
round ¢ + 1, the second step mechanism will evaluate the client’s Shap-
ley Value at round . The inference loss anomaly is the poisoning proof
of the previous global model.

To mitigate the negative impact from the attacker, we collect all the
local updates their contributions are C;, <0 as the hotfix. The hotfix
can be formally described as —w;(, k € 8" — 8. The hotfix will be inte-
grated into the global model and the local training-based model, that is
wtt =Wt — 1Y, o g w!, T is the scale factor of the model hotfix.
In this way, the local updates can be trained based on a clean model,
the negative impact is removed by using the hotfix.

Algorithm 3: Function Detection.

Input : Inference loss F,(w')
Output: reaggregation client set S’

1 Dr=1 {2k€N 1[Fu(w) > max(F 1)) 2 21 };

2 if Dr then

3 | 8=5;

4 else

5 foreach subset S C S,\{k} do

6 L W — ¥yes softmax(Fw=")w™" ;
AWl ) —AW) .

7 C =zsgs\(k) #,

_ ' Is1
8 | S'={(klC, >0};
9 return S

6. Experiments
6.1. Setup

6.1.1. Datasets and implementation details

We adopt three widely used datasets: MNIST, FMNIST, and CIFAR10.
MNIST and FMNIST are gray-scale image datasets with a size of 28 X 28.
MNIST includes handwritten digits O to 9, while FMNIST includes 10
fashion items. CIFAR10 consists of 10 classes of 32 X 32 RGB images. We
adopt LeNet-5 [36] for MNIST, AlexNet [35] for FMNIST, and ResNet-
18 [28] for CIFAR10.

To simulate non-IID data distribution, we adopt the method from
[21], assigning each client only two different labels of samples. All eval-
uations are performed in non-IID settings. Two key parameters for our
evaluations are o, representing the local statistical variance of label
quantity (see § 3), and «a, indicating the ratio of fresh labels dynam-
ically collected by clients. Besides, we also consider three baDirichlet
distribution (Dir(0.1), Dir(0.3), and Dir(0.5)) for simulating the hetero-
geneous data distribution. Furthermore, with a total of N = 100 clients,
we randomly select m’ = 0.3 x N of them in each CR. We set local batch
size B =10, local learning rate # = 0.01, and conduct local training for
E =5 epochs, following the setup in [47]. We adopt the test classifi-
cation accuracy as a metric. We conduct short pre-training to solve the
initialization problem and enable a fair comparison between different
methods.

6.1.2. Baselines
We select the following two categories of algorithms as baselines for
evaluating the heterogeneity-tolerant effectiveness and robustness:

» Heterogeneity-tolerant aggregations: These methods are designed
to solve the heterogeneous data distribution in FL, which includes
FedAvg [47], FedProx [37], SCAFFOLD [34], FedDyn [1], Fed-
Nova [67], FedDC [18], FedDisco [78], and FedLAW [40].

» Poisoning-proof aggregations: These methods are designed to miti-
gate malicious attacks, which include Median [79], Multi-Krum [4],
and Zeno++ [74,75], DnC [56], and RAF [51].
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6.2. Effectiveness

6.2.1. Convergence evaluation with different o and Dirichlet distributions

Table 3 and Table 4 present the performance in terms of the number
of communication rounds (#R) required to achieve a target test accu-
racy for different values of ¢ and three Dirichlet distributions on three
datasets. We denote the corresponding convergence speedup relative to
FedVSA as ‘S1’. We adopt the same FL settings in § 3. Since many hyper-
parameters of the baselines affect the model accuracy and convergent
speed, we test a series of hyper-parameters in each algorithm and report
the best results for each. Note that not all baselines can achieve the tar-
get accuracy in heterogeneous data distribution, we select the accuracy
that most of these methods can achieve as the target accuracy.

Compared with the baselines, our method requires fewer communi-
cation rounds (~1.52X faster on average in Table 3 and ~1.43X faster on
average in Table 4) to reach a target accuracy in those three datasets. We
notice that under a more imbalanced setting (a larger ¢ or Dir(0.1)), the
required communication rounds increase obviously for all the methods,
as expected. Particularly, in all heterogeneous settings, Median needs
maximal communication rounds to reach target accuracy, which is sig-
nificantly slower than other methods. The underlying reason might be
the median is not a good statistic for FL aggregation.

In summary, our algorithm can effectively reduce the impact of non-
IID & class imbalanced for fast convergence relatively.

6.2.2. Classification accuracy with data dynamics

As analyzed, it was observed that the dynamic changes in a client’s
data can influence the label imbalance. We refer to the label that was
collected recently and has never appeared before as the fresh label. In
this scenario, we simulate data dynamics with continuously incoming
fresh labels and test the performance of different methods under such
settings. We set a as the proportion of fresh labels in the entire dataset,
where, for instance, « = 0.1 implies 10% of the labels are collected re-
cently as fresh knowledge. Accordingly, we separated a X 100% labels
as the fresh labels while the remaining labels are distributed in ¢ =900
and Dir(0.1).

We considered three different situations by setting @ = 0.1, 0.3, and
0.5. We did not consider values of a greater than 0.5 to ensure a stable
training process, as a significant change in data might make convergence
challenging.

As shown in Table 5, our design (i.e., FedVSA) can facilitate better
performance under the tested dynamic settings. In the three datasets,
FedVSA outperforms (approximately 1.6% on average) than other base-
lines. Furthermore, as the value of a increases, the performance dif-
ference between FedVSA and the other methods becomes even more
significant. FedDC, SCAFFOLD, FedNova, and FedProx perform poorly
because their added regularization in dynamic data heterogeneity set-
tings still fails to address the challenge of large variation across clients’
training results. Other methods (e.g., Zeno++), that select partial local
updates for aggregation might neglect some updates so that cannot ab-
sorb the knowledge of the fresh data since the local updates trained by
fresh data might be large and the peer discrepancies will also be large.
Multi-Krum and Zeno++ might not trust these discrepant updates, while
Median just uses the statistical median. Such cautious strategies gener-
ally dilute the value of the fresh data in global aggregation, causing more
communication rounds for knowledge absorption. Overall, FedVSA out-
performs by dynamically learning from ‘unseen’ data, leading to agile
accuracy improvement.

6.3. Robustness

In this part, we compare the performance under model poisoning
attacks. We simulate an adversary participating in the global training
and performing model replacement, which is simple and of low cost for
an adversary. Assuming that the purpose of the attackers is to disrupt
the global model. To achieve this, the attacker trains a malicious model
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Table 3
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The communication rounds (#R) and the corresponding convergence speedup relative to FedVSA (S1) to achieve a target test accuracy

under different levels of data heterogeneity (varying o).

MNIST, 100 participants

o =300 & =600 & =900
Methods 90% (Acc) 95% (Acc) 90% (Acc) 95% (Acc) 90% (Acc) 95% (Acc)

#R st #R st #R st #R st #R st #R st
FedAvg 114 422x 397 270x 146 3.74x 498 3.13x 307 4.09x 724 2.21x
FedProx 95 3.52x 378 257 89 2.28x 378 2.38x 293 391x 658 2.01x
SCAFFOLD 45 1.67x 219 1.49x 55 141x 278 1.75x 200 267x 526 1.60x
FedNova 109 4.04x 273 1.86x 90 2.31x 421 265x 210 2.80x 633 1.93x
FedDyn 70 2.59% 173 118x 74 1.90x 218 1.37x 196 261x 532 1.62x
FedDC 40 1.48x 151 1.03x 46 1.18x 161 1.01x 125 1.67x 335 1.02x
FedDisco 35 1.30x 153 1.04x 42 1.08x 179 113x 91 121x 366 1.12x
FedLAW 33 1.22x 158 1.07x 46 1.18x 181 1.14x 88 1.17x 349 1.06x
Median >1000 - >1000 - >1000 - >1000 - >1000 - >1000 -
MultiKrum 292 10.81x 876 5.96x 353 9.05x  >1000 - 857 11.43x  >1000 -
Zeno++ 94 3.48x 296 201x 124 3.18x 364 2.20x 296 3.95x 659 2.01x
DnC 103 3.81x 228 155x 115 2.95x 289 1.82x 226 3.01x 358 1.09x
RAF 107 3.96x 268 1.82x 126 3.23x 326 2.05x 201 268x 394 1.20x
Ours 27 ; 147 . 39 ; 159 ; 75 - 328 ;
FMNIST, 100 participants

o =300 & =600 & =900
Methods 78% (Acc) 85% (Acc) 78% (Acc) 85% (Acc) 78% (Acc) 85% (Acc)

#R st #R st #R st #R st #R st #R st
FedAvg 274 4.28x 462 1.64x 366 2.07x 662 1.81x 576 291x 897 2.01x
FedProx 247 3.86x 457 1.63x 254 1.44x 532 1.46x 426 215x 794 1.78x
SCAFFOLD 203 317x 356 1.27x 234 1.32x 508 1.39x 364 1.84x 651 1.46x
FedNova 236 3.69x 375 1.33x 249 1.41x 526 1.44x 475 2.40x 745 1.67x
FedDyn ) 141x 269 0.96x 222 1.25x 439 1.20x 297 1.50x 483 1.08x
FedDC 114 1.78x 294 1.05x 216 1.22x 411 113x 237 1.20x 459 1.03x
FedDisco 125 1.95x 308 1.10x 188 1.06x 389 1.07x 221 1.12x 455 1.02x
FedLAW 108 1.22x 305 1.09x 192 1.08x 396 1.08x 201 1.02x 444 0.99x
Median >1000 - >1000 - >1000 - >1000 - >1000 - >1000 -
MultiKrum 398 6.22x 943 3.36x 539 3.05x  >1000 - 891 450x  >1000 -
Zeno++ 229 3.58x 413 1.47x 354 2.00x 649 1.78x 404 204x 761 1.71x
DnC 126 1.97x 378 1.35x 195 1.10x 542 1.48x 267 135 695 1.56x
RAF 106 1.66x 364 1.30x 221 1.25x 589 161x 254 128x 712 1.60x
ours 64 - 281 - 177 - 365 - 198 - 446 -
CIFAR10, 100 participants

6 =300 & =600 ¢ =900
Methods 55% (Acc) 65% (Acc) 55% (Acc) 60% (Acc) 45% (Acc) 50% (Acc)

#R st #R st #R st #R st #R st #R st
FedAvg 227 3.15x 975 9.47x 289 3.32x 557 3.82x 321 270x 675 3.18x
FedProx 224 3.11x 691 6.71x 286 3.20x 544 3.73x 318 267x 632 2.98x
SCAFFOLD 117 1.63x 188 1.83x 143 1.64x 294 201x 221 1.86x 345 1.63x
FedNova 316 439x 633 6.15x 283 3.25x 469 3.21x 217 1.82x 322 1.52x
FedDyn 88 122x 114 1.11x 106 1.22x 216 1.48x 129 1.08x 205 0.97x
FedDC 9% 1.33x 165 1.60x 117 1.34x 268 1.84x 198 1.66x 301 1.42x
FedDisco 88 122x 121 1.17x 105 121x 186 1.27x 135 1.13x 216 1.02x
FedLAW 97 1.35x 130 1.26x 115 1.32x 199 1.36x 149 1.25x 221 1.04x
Median >1000 - >1000 - >1000 - >1000 - >1000 - >1000 -
Multi-Krum 454 6.31x  >1000 - 295 3.39x 594 407x 354 297x 711 3.35x
Zeno++ 217 3.01x 607 5.89x 262 3.01x 433 297x 291 245x 433 2.04x
DnC 128 1.78x 200 1.94x 169 1.94x 368 2.52x 211 1.77x 59 2.81x
RAF 133 1.85x 223 217 177 2.03x 384 263x 236 1.98x 565 2.67x
Ours 72 - 103 - 87 - 146 - 119 . 212 ;

by using label-flipped data, leading to predictions that are totally dif-
ferent from the ground truth. For clarity, we evaluate the robustness
of FedVSA by comparing it with vanilla aggregation method (i.e., Fe-
dAvg) and existing robust aggregation methods, such as Multi-Krum,
Zeno++, Median, DnC, and RAF. The results are shown in Fig. 3. The
attack is performed at fixed rounds, 10" for the non-convergence phase
and 25", 50" for the convergence phase.

During an attack, the global model’s accuracy drops to 0%, signifying
its destruction. After the attack, our solution can detect the anoma-

10

lies and perform reaggregation in the following round. With this, the
malicious local updates are identified and filtered, mitigating the nega-
tive impact of the model replacement attack. However, FedAvg requires
some training rounds to recover from the attack. Notably, not all attacks
can gradually recover from training. Stronger attacks may lead to model
divergence or destruction. For Zeno++, Krum, Median, DnC, and RAF
all experience minimal accuracy drop due to unchanged gradient mag-
nitudes with model replacement. Thus, when malicious gradients are
less than half, it is possible for Multi-Krum and Median to filter them
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The communication rounds (#R) and the corresponding convergence speedup relative to FedVSA (S1) to achieve
a target test accuracy under different Dirichlet distributions (Dir(0.1), Dir(0.3), and Dir(0.5)).

MNIST, 100 participants

Dir(0.1) Dir(0.3) Dir(0.5)
Methods

90% (Acc) 95% (Acc) 90% (Acc) 95% (Acc) 90% (Acc) 95% (Acc)

#R ST #R St #R St #R St #R St #R ST
FedAvg 20 3.91x 456 577x 31 2.58x% 188  4.27x 25 3.13% 163 4.94x
FedProx 58 2.52% 379 4.80x 35 2.92% 202  4.59% 27 3.38x 160  4.85x
SCAFFOLD 39 1.70x 178 2.25% 25 2.08x 135 3.07x 21 2.63% 121 3.67X
FedNova 47 2.04x 267 3.38x 23 1.92x 119  2.70x 14 1.75% 88 2.67%
FedDyn 51 2.22X 127 1.61x 21 1.75% 86 1.95x 21 2.63% 61 1.85%
FedDC 39 1.70x 115 1.46x 19 1.58% 76 1.73%x 18 2.25% 55 1.67x
FedDisco 41 1.78% 125 1.58% 13 1.08x 61 1.39% 11 1.38% 42 1.27x
FedLAW 32 1.39% 105 1.33x% 11 0.92x 56 1.27% 12 1.50% 49 1.48x
Median 73 3.17x 323 4.09x 20 1.67%x 78 1.77%x 24 3.00x 60 1.82x
Multi-Krum 93 4.04x 586 7.42% 36 3.00x 262 5.95% 27 3.38% 168 5.09%
Zeno++ 67 291x 426 5.39x 27 2.25% 201 4.57x 23 2.88x 154  4.67x
DnC 54 2.35% 265 3.35x 32 2.67x 215  4.89%x 15 1.88%x 122 3.70x
RAF 49 2.13%x 245 3.10x 29 2.42x 225 5.11x 18 2.25% 136 4.12%
Ours 23 - 79 - 12 - 44 - 8 - 33 -
FMNIST, 100 participants

Dir(0.1) Dir(0.3) Dir(0.5)
Methods

70% (Acc) 80% (Acc) 70% (Acc) 80% (Acc) 70% (Acc) 80% (Acc)

#R ST #R St #R St #R St #R St #R ST
FedAvg 57 3.80x 203 3.22x 47 4.27x 123 4.24x 30 3.75% 82 4.10x
FedProx 56 3.73% 279 4.43x 33 3.00x 102 3.52x 16 2.00x 66 3.30x
SCAFFOLD 29 1.93% 138 2.19% 30 2.73% 84 2.90x 17 2.13%x 52 2.60x
FedNova 35 2.33% 165 2.62x 25 2.27x 85 2.93% 13 1.63%x 55 2.75%
FedDyn 26 1.73x 81 1.29x 23 2.09% 64 2.21x 14 1.75% 37 1.85%
FedDC 27 1.80x 79 1.25x 22 2.00%x 50 1.72x 15 1.88x 45 2.25%
FedDisco 23 1.53x 71 1.13x 20 1.82x 44 1.52%x 12 1.50%x 44 2.20%
FedLAW 20 1.33x 68 1.08x 18 1.64x 35 1.21x 16 2.00x 33 1.65%
Median 41 2.73% 175 2.78x 45 4.09% 134  4.62x 42 5.25% 128  6.40x
Multi-Krum 87 5.80% 360 571x 39 3.55% 122 4.21x 21 2.63% 84 4.20%
Zeno++ 47 3.13x 262 4.16x 33 3.00x 121 4.17x 25 3.13x 71 3.55%
DnC 39 2.60x 159 2.52x 28 2.55% 67 2.31x 19 2.38x% 39 1.95%
RAF 32 2.13% 146 2.32x 26 2.36% 64 2.21% 17 2.13% 35 1.75%
Ours 15 - 63 - 11 - 29 - 8 - 20 -
CIFAR10, 100 participants

Dir(0.1) Dir(0.3) Dir(0.5)
Methods

50% (Acc) 60% (Acc) 50% (Acc) 60% (Acc) 50% (Acc) 60% (Acc)

#R ST #R St #R St #R St #R St #R ST
FedAvg 182 3.03x 363 2.77% 121 3.03% 218  2.63x 68 2.83% 136  3.24x
FedProx 204  3.40x 297 2.27x 95 2.38x% 174 2.10x 67 2.79% 133 3.17x
SCAFFOLD 145 2.42% 198 1.51x 72 1.80x 131 1.58x 61 2.54% 112 2.67x
FedNova 162 2.70x 347 2.65x% 100  2.50x 203  2.45x 80 3.33% 158 3.76X
FedDyn 86 1.43% 188 1.44x 55 1.38% 113 1.36% 47 1.96x 97 2.31x
FedDC 119 1.98x% 205 1.56x 54 1.35x% 102 1.23% 43 1.79% 82 1.95%
FedDisco 77 1.28% 154 1.18x 46 1.15% 99 1.19%x 36 1.50% 65 1.55%
FedLAW 69 1.15% 142 1.08x 49 1.23x 101 1.22x 33 1.38% 59 1.40x
Median 219 3.65x 415 3.17x 143 3.58x 181 2.18x 95 3.96x 169  4.02x
Multi-Krum 218 3.63x 435 3.32x 93 2.33% 187  2.25x 72 3.00x 134  3.19x
Zeno++ 183 3.05% 343 2.62% 79 1.98x 185 2.23% 78 3.25% 138 3.29%
DnC 155 2.58% 251 1.92x 72 1.80x 136 1.64%x 68 2.83% 112 2.67%
RAF 102 1.70% 211 1.61x 67 1.68x 122 1.47x 65 2.71x 108 2.57x
Ours 60 - 131 - 40 - 83 - 24 - 42 -

out. Yet, enlarging the number of malicious gradients may cause them

to fail with a static filtering strategy.

6.4. Scalability

In this part, we evaluate the scalability of the FedVSA under dif-
ferent scales of distributed networks and different model architec-

tures.

For different scales of distributed networks, we vary the number of
clients in federated learning and compare the performance under two se-
vere heterogeneous data distributions (¢ = 900 and Dir(0.1)). As shown
in Table 6, we conclude that in different scales of distributed networks,
FedVSA can still achieve the best performance than existing baselines.
Besides, we find that with the increment of the clients, the performance
degraded significantly. The underlying reason is that numerous hetero-
geneous clients make it more difficult for one global model to converge
to a middle-ground state.

11
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Table 5
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Classification accuracy (%) on three datasets with dynamic data distribution adjustment controlled by factor a.

MNIST, 100 participants

0.5

Settings FedAvg FedProx SCAFFOLD FedNova FedDyn FedDC FedDisco FedLAW Median Multi-Krum Zeno++ DnC RAF Ours
a=0.1 89.85 89.98 92.95 90.18 92.82 93.89 94.97 94.66 74.44 81.47 87.69 90.44 90.48 95.48
c=900 a=03 89.77 89.63 93.65 90.22 94.79 93.79  94.98 92.15 71.29 78.26 86.37 89.42 89.25 95.12
a=0.5 8494 84.93 92.51 89.07 88.96 92.84 9291 91.54 77.14 77.38 86.14 89.91 88.38 93.05
a=01 92.33 93.11 94.18 93.21 93.64 94.86  94.99 95.04 88.25 89.57 90.25 92.54 93.45 95.44
Dir(0.1) a=0.3 9218 92.38 93.83 92.22 92.01 93.65  93.58 93.72 86.99 87.61 88.99 91.15 92.68 94.21
a=05 90.18 91.25 92.69 91.25 91.11 91.21 92.59 92.89 83.61 84.94 83.47 89.91 90.12 94.04
FMNIST, 100 participants
Settings FedAvg FedProx SCAFFOLD FedNova FedDyn FedDC FedDisco FedLAW Median Multi-Krum Zeno++ DnC RAF Ours
a=01 76.22 76.31 81.81 78.52 74.61 79.86  79.85 80.01 64.59 64.33 76.65 77.68 7835 83.08
=900 a=03 7179 71.73 80.81 78.21 75.58 78.31 77.89 78.95 56.64 54.77 75.64 76.48 77.95 81.98
a=0.5 76.28 76.26 80.21 74.03 75.83 77.90 76.84 78.14 53.86 47.25 70.33 75.12 76.54 81.38
a=0.1 73.27 74.76 81.81 80.49 81.41 82.22 83.66 82.65 71.25 74.52 76.54 81.22 79.85 84.47
Dir(0.1) a=03 72.69 73.14 80.02 78.46 80.52 81.04 8215 81.27 69.22 71.02 74.25 77.51 76.46 82.02
a=0.5 7041 71.12 78.24 76.62 78.28 80.09 81.31 80.05 68.24 69.45 72.25 76.21 7591 81.41
CIFAR10, 100 participants
Settings FedAvg FedProx SCAFFOLD FedNova FedDyn FedDC FedDisco FedLAW Median Multi-Krum Zeno++ DnC RAF Ours
a=0.1 63.08 62.66 63.27 66.51 65.26 69.12  71.56 72.04 58.86 62.02 62.87 63.25 64.58 73.42
o =900 a=03 62.72 62.98 62.55 62.85 64.68 68.08 69.54 70.11 58.54 66.56 63.84 61.95 6345 73.12
a=05 61.03 62.53 61.23 58.94 64.97 61.2 68.42 69.85 48.69 41.62 62.13 61.55 62.25 72.62
a=0.1 73.02 73.69 74.66 73.98 74.05 76.15  77.25 77.12 68.92 71.05 74.05 75.25 73.54 78.04
Dir(0.1) a=03 72.03 72.54 73.12 72.15 72.58 75.12  76.69 76.58 66.51 70.25 72.51 72.25 7198 77.23
a=05 70.55 71.15 72.15 71.98 71.12 72.54  74.25 74.19 63.25 68.79 71.99 71.69 70.25 75.15
10 i i 038 i ; 0.6 ; ;
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Fig. 3. Training process on three datasets when there exist model replacement attacks.

Table 6

The performance (%) of different methods on different scales of distributed networks (varying the number of clients) under two heterogeneous data distributions (¢ =

900 and Dir(0.1)) on CIFAR-10.

# Clients ~ Settings FedAvg FedProx SCAFFOLD FedNova FedDyn FedDC FedDisco FedLAW Median Multi-Krum Zeno++ DnC RAF Ours

10 70.41 71.23 72.56 72.09 72.43 74.45  75.09 74.89 69.10 71.23 70.44 7212 7198 77.45
50 =900 68.32 68.98 70.45 70.32 70.67 72.57  73.34 73.14 67.36 69.23 70.10 68.97 69.45 74.12
100 - 63.08 62.66 63.27 66.51 65.26 69.12  71.56 72.04 58.86 62.02 62.87 63.25 64.58 73.42
500 45.12 45.55 48.11 48.43 48.88 52.98 53.38 54.95 41.14 45.71 48.14 4571 48.61 55.24
10 84.23 84.49 86.53 86.11 85.11 87.72  87.99 88.12 78.44 82.00 85.15 86.91 86.68 89.14
50 Dir=0.1 78.66 78.98 79.46 79.10 80.12 81.11  81.56 81.29 74.24 76.45 79.43 80.01 79.94 82.35
100 - 73.02 73.69 74.66 73.98 74.05 76.15 77.25 77.12 68.92 71.05 74.05 75.25 73.54 78.04
500 48.99 52.17 53.71 56.16 55.34 57.66  57.46 57.86 47.84 49.05 50.13 52.22 5433 58.93

For the models with different architectures, we select three widely
used model architectures and compare the FedVSA with different meth-
ods in Table 7. We conclude that FedVSA can perform well in most of the
architectures. Besides, it is surprising to find that some model-relative
methods (i.e., FedProx, Median) perform worse than FedAvg in some
simple model architectures (MLP).

In summary, we demonstrate the scalability under different scales of
distributed networks and different model architectures and show that
FedVSA outperforms other baselines.

12

6.5. Ablation study

The FedVSA consists of two main parts: the value-sensitive model
aggregation module and the two-step detection mechanism module.
For the value-sensitive model aggregation module, we investigate the
impact of different inference loss functions (§ 6.5.1), the gradient clip-
ping operation (§ 6.5.2), and the performance improvements over base-
lines (§ 6.5.3). For the latter, we investigate the impacts of each detec-
tion step under adversary settings.
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Table 7
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The performance (%) of different methods on different model architectures (MLP, CNN, and ResNet-18) under two heterogeneous data distributions (¢ = 900 and

Dir(0.1)) on CIFAR-10.

Model Architecture Settings  FedAvg FedProx SCAFFOLD FedNova FedDyn FedDC FedDisco FedLAW Median Multi-Krum Zeno++ DnC RAF  Ours
MLP 58.14 57.12 59.45 57.11 57.09 60.07 60.89 60.22 34.76 56.45 55.67 59.76 59.04 61.09
CNN o =900 59.89 58.44 58.66 59.52 58.01 61.5 62.14 63.77 41.59 58.09 59.45 60.9 60.23 63.56
ResNet-18 63.08 62.66 63.27 66.51 65.26 69.12 71.56 72.04 58.86 62.02 62.87 63.25 64.58 73.42
MLP 63.34 66.63 67.45 67.1 66.01 68.59 69.43 68.41 43.76 62.58 63.07 65.63 63.82 70.33
CNN Dir=0.1 70.11 69.46 71.77 71.41 71.89 73.32 73.08 73.44 54.67 68.79 69.09 71.76 70.98 72.44
ResNet-18 73.02 73.69 74.66 73.98 74.05 76.15 77.25 77.12 68.92 71.05 74.05 75.25 73.54 78.04
PV S S e S oo g ey o4sf T T T T T T ﬁ‘ et
09 08} N-/\l »»v‘\\/
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uz.;: ’ 08 50‘35— ]
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Fig. 4. The impact of clipping inference loss on the training process.
Table 8 Table 9
The impact of different loss functions on FedVSA. The performance (%) of different algorithms w/ and w/o FedVSA.
Clocal Cing Accuracy (%) Methods w/o FedVSA w/ FedVSA
CE MSE CE MSE L1 FedAvg 87.69 93.76 (+6.07 1, FedVSA)
FedProx 87.76 89.49 (+1.731)
v v 72.55
v v 79.13 IS:C::,I\I;FOLD Z;gi ?3.44 (+0.89 1)
v v/ 7210 ecrova '
v v 71.98 FedDyn 92.54 93.17 (+0.63 1)
v v 71'41 FedDC 93.46 94.56 (+1.10 1)
v v 71.16 FedDisco 93.32 /
FedLAW 92.87 /
Median 74.59 /
6.5.1. Impact of different inference loss function Krum/Multi-Krum 77.35 77.44 (+0.091)
In this part, we investigate the impact of different inference loss func- Zeno++ 87.35 87.66 (+0.31 1)
. part, vestig pactc - DnC 88.32 91.22 (+2.90 1)
tions. In our deduction in Equ. (6), the inference loss function should RAF 89.46 92.13 (+2.67 1)

align with the local loss function. To better illustrate the impacts of dif-
ferent inference loss functions, we vary the loss function on both the
local training loss function ¢,.,, and inference loss function £, ,. We
select three widely used loss functions, (i.e., L1, MSE, and CE). Note that
the model can not get convergent when 7., = L1, we omit this set-
ting in our evaluation. As shown in Table 8, we concluded that the local
training loss function (¢},,,,) can influence the final performance of dif-
ferent algorithms, and different loss functions can converge to different
optimal, as proved in [38] and Theorem 1. Besides, the consistency of
Cinp and £y, (the assumption in Equ. (6)) can achieve the best perfor-
mance than those inconsistent settings.

6.5.2. Impact of gradient clipping

We investigate the influence of gradient clipping on local inference
loss, as presented in Fig. 4. Notably, the performance curves exhibit
instability when inference loss is not clipped. This instability suggests
that certain clients with extreme inference losses cause overfitting of the
global model, resulting in fluctuations. Thus, this highlights the impor-
tance of gradient clipping the inference loss in FedVSA.

6.5.3. Performance improvements over baselines

One key advantage of our proposed FedVSA is its modularity and
compatibility, that is, it can be a plug-and-play module to improve the
performance of the existing FL method. Note that the FedNova, Fed-
Disco, and FedLAW are designed to optimize the local model weight
and Median use the median, these methods are not compatible with the

FedVSA. As shown in Table 9, across most baselines, FedVSA improves
their performance with a significant gap, providing evidence that static
averaging may not be the optimal method for aggregation.

13

6.5.4. Impact of two-step detection mechanism

To investigate the impact of the two-step detection mechanism, we
adopt the adversary setting in § 6.3. We collect the performance and
computational time of FedVSA w/o each detection step, as shown in
Fig. 5. We conclude that the FedVSA without loss comparison can
achieve more smooth performance improvement, yet require high com-
putational time. The FedVSA without Shapley Value cannot ensure the
global model can fully recover from the malicious attack. The two-step
detection mechanism design can achieve both robustness and low com-
putation overhead.

7. Discussion
7.1. Overheads

Note that our solution is practical, although some extra computation
and communication overheads are required. The computation overhead

mainly comes from the inference loss computation in each client and
the Shapley Value computation in the server.
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The client-side and server-side computational overhead of 8 algorithms. E is the number of local
epochs, Tjrain is the local training time, T)c_y.4, i the local training time of FedDC. T, is the
aggregation time on the server, and 7,,,, is the time of computing scores of each local model. T},
and Ty, are the computational time for robust detection in DnC and RAF, respectively. T,,,,, is
the time for inference loss comparison, T, for computing Shapley Value, and Tgrpc_spap fOT
computing Extended-TMC-Shapley.

Methods Client-side Server-side

FedAvg EXT,.p, 475s T, 0.31s
FedDC EXTpe_prain 6.23s T, 0.43s
Zeno++ EXT, ., 475s T+ T, 2.98s
DnC E X Tpuc—irain 475s  Tp,c+ T, 6.17 s
RAF EXTrap_iran 4755  Trap+Tog 456
FedVSA w/o Shapley Value (E+ DXTppy 5528 Toppy+ Ty, 0.33s
FedVSA w/ Shapley Value (E+1DXTp, 5528 Toppy+Topap+ Tog, 14.34s
FedVSA w/ Extended-TMC-Shapley  (E+1)XT,,,;, 5528  Toomy+ Termc-shap T Tage 5.63s
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Fig. 5. The performance and computational time of FedVSA w/o each detection step.
Table 10

For computation overhead, we use the computational time as the
metrics [7]. On the client side, baselines generally need E X T, ;,,, while
our solution only needs (E + 1) X T},,;,,, wherein T},;, is the one epoch
training time in the client. On the server side, the computation resource
is sufficient and the server does not need to additionally compute the
Shapley Value in every round. The server needs 2" x T},,, wherein T,
is the evaluation time on the test set. We can use the Extended-TMC-
Shapley [61] to reduce the computation overhead further. To this end,
We demonstrate the computational time of each process in Table 10. We
execute them in the same hardware device (a PC with a 2.4 GHz CPU,
32G RAM, and RTX 3070 GPU). We chose FedAvg and FedDC as the
baselines without attack-proof, and Zeno++ as the robust baseline. Note
that the computation of Shapley Value does not exist in every round, it
only performs when the inference loss comparison reports an abnormal
update. Besides, in our design, the estimation of Shapley Value is com-
puted in the server, we consider the server to be resourceful and has
enough time to compute while the client performing local training. For
an infrequent malicious attack, the cost of FedVSA w/o Shapley Value is
still practical.

Regarding communication overhead, we quantify the size of the
transmission message using the number of floats [25]. M represents
the model size. The communication overhead of baselines is shown in
Table 11. Emphatically, the estimation of Shapley Value would not in-
troduce the communication overhead. The proposed method only needs
an additional float compared with FedAvg but can achieve fast conver-
gence and robust aggregation.

7.2. Authenticity of the updates

In FedVSA, clients upload both the inference loss and local updates,
which the server collects and utilizes for aggregation. Therefore, ensur-
ing the authenticity of these updates is crucial. Uploading fabricated or
false inference loss could pose unforeseen threats to the global model.

14

Table 11
The communication overhead of differ-
ent algorithms.

Methods uploadt download|

FedAvg
FedProx
SCAFFOLD
FedNova
FedDyn
FedDC
FedDisco
FedLAW

SRR

Median
Multi-Krum
Zeno++
DnC

RAF

Ours

sxTExE|TTERRERR

SRR (IR

In practice, we highlight the use of TEEs to address this issue, such as
SGX [49], which guarantees the authenticity of the local calculation pro-
cess.

7.3. Quality of the local data

Our design relies on the premise that the inference loss reflects the
model’s deficiency of local data. Nevertheless, if the local data is of low
quality, the corresponding updates can be blocked by our design. In
other words, our method can only accelerate the global training process
if the local data is of good quality (e.g., without wrong labels).
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8. Conclusion

In this work, we verify the performance of FedAvg in various non-1ID
& class imbalance settings. We observe and conclude that the distribu-
tion of classes inside the clients will greatly influence FL performance.
We consider the global model to fall into the mean fallacy due to static
averaging. Current methods only perform simple averaging of the local
models in a numerical manner, rather than aggregating their knowledge.
To address this problem, we propose the technical design and theoretical
analysis of a novel model aggregation framework based on evaluating
local merits, named FedVSA. Its performance is tested on three different
datasets, which show that FedVSA needs fewer communication rounds
for convergence and can obtain higher accuracy with both various data
heterogeneity settings and data dynamics. We also design a detection
mechanism using loss comparison and Shapley Value for mitigating the
poisoning vulnerability enhanced with our value-sensitive design. Cor-
responding experiments show that our methods can well defend against
such attacks.
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Appendix A. Properties analysis details on FedVSA
A.1. The proof of Theorem 1

Here, we present the proof of Theorem 1.

Proof. First, we note that if we want to prove F(w) is convex, F(w)
is required to satisfy all requirements in Definition 2. We assume that
for all client k, F (w) is convex, and using Definition 2, Vf € [0, 1], we
have

Fi (Bw; + (1 = Puwy) < pF (wy) + (1 = p)F (w,) (14)

15
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(1) dom(F) C R? is a convex set. Given Eq. (6), for F, (w) > 0, we can
easily get F(w) >0 and dom(F) = {w|w > 0}. According to the defini-
tion of the convex set, for any w;, w, € dom(F) and two real numbers
p1,6, >0, p; + p, =1, weall have p,w; + p,x, € dom(F), which proves
dom(F) is a convex set.

(2) F(pw; + (1 — pw,) < pF(wy) + (1 — p)F,(w). In this part, we
define two variables g; = fF(w;)+ (1 — f)F(w,) and g, = F(fw; + (1 —
p)w,). Then, for g;, we have:

N N
g =fln <Z eFk<“’l)> +(1=pAn <Z eFk(wz)>

k k

N 5 N (1-p)
=1In (Z eFk(wl)> +1n <2 eFk(w2)>

(15)
3 3

N BN 1-p)
=In <Z eFk(W1)> <Z eFk(W2>>
k k

For any w, we have F(w) > 0, so we get e/«(® > 1. When g € [0, 1], we
can get

N
81 > In <Z eﬂFk(w])+(l—ﬂ)Fk(w2)> =g
k

According to Definition 2 and the assumption that all F; (w) is convex,
we can get

(16

Fi(Bw, + (1 = pwy) < pFi(wy) + (1 = B F(wy). a7
Further, we also have
BF(w,)+ (1 = pF(w,) 2 F(fw; + (1 = Pw,), (18)

which proves that F(w) satisfies the second requirement. Another way
to prove this is to verify Vi}F (w) > 0. It still satisfies. So we conclude
that if for all client k, F,(w) >0 and F;(w) is convex, then F(w) is
convex. Hence, we finish the proof of the Theorem 1. []

Based on the Theorem 1, we have the following two lemmas.

Lemma 1 (L-smoothness of F(w)). If the function F,(w) is L-smooth and
u-strongly convex, then F(w) is L-smooth.

Proof. First, we provide the definition of L-smooth property. A function
® : X — R is L-smooth if for all x,y € X in its domain, the following
inequality holds:

IVO@x) - VO < Lljx = yl|. 19)

According to the definitions of the global loss function in Defini-
tion 1, we have

F(w)=1In Z eFr(w),

(20)
keEN
Using the chain rule, the gradient of F(w) can be derived as:
- 1 Fi(w)
21)
AT (
= Z ST VF,(w).

keN Zmej\/ efm

For any x, y, by Cauchy-Schwarz inequality and the u-strongly convexity
of F, we denote the Left=||VF(x)— VF(y)||
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Left=
F(x) Fi(y)
ek ek
7 VE) - Z VE.®3)
F, F,
S Y en e S Y en e
F(x) Fi()
e’k e’k
)
- F, F,
keN meN € m) Zme./\fe w0
Fie(x)
) Fp >+<e— o Eon | k)
ken || 2 e nr € NHGx=-y mO+ 3 1x=yl3 22)
eFk(Y) VF, ( )
—~ y
S e e k
Fi(x)
S e ——VE®
ken |[ez Yy v PO VE, ()
eFk()’)
- > VE(y)
ez IX=ll3 S en eFn)
By
eFk(Y)
s VED2
ez2 Yl EmEN eFm(Y) (23)
eF)+min, ey k=T VE,(»)
u 2 - VF.(y),
e Xyl Y e nr eI VEL ()
we have
IVF() = VFp)Il <
FkM+=pT VF, () 24
il (VF(x) = VE,))| .
cen ez =213 Y en eFn+=pT VF,(»)
By the L-smoothness of F;, we have
IVFx) - VF®)I <
Fk O+ =T VE, ()
i 2 Lillx =yl
ken [ 2Ty e Fa T VE D) (25)
Lillx =yl
< Y=< Y Lillx -yl < Lilx -yl
ren Il ez X1 kEN

Thus, we finish the proof of the L-smoothness of F. []

Lemma 2 (u-strongly convexity of F(w)). If the function F, (w) is L-smooth
and u-strongly convex, then F(w) is p-strongly convex.

Proof. According to the definition of u-strongly convexity, a function
© : X — R is p-strongly convex if for all x,y € X, the following holds:

IV - Vel = Slix -yl 26)

We use the Equ. (21), for any x,y, by L-smoothness of F, we denote
Left=|IVF(x)- VFQ)l

efik™

Left= o

VF,(x)
keN Zme/\f e
eFk(Y)

B kgw T era K

=X

keN

27)
eFk(x)

e ¢

eFk(.V) VF ( ))
- (302
3y €O VER )= ey

VF,(x)

16
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By
eFk (x)

L 2
=5 lIx=yll Fp(x)
e 2Ry ey el

VF(x)>

- (28)
eFr()+max,e yr —(x=y)* VF,(»)
I 2 VE(x),
e~ 2 Ixvl3 Eme./\f Fn()—G=T V()
Freomax e g =31 VEp(y)
denote ¢, = —= u < = , we have
T s PG V)
IVFG) = VEWI > || D (9x(VE(x) = VE,()) (29)
keN
By the u-strongly convexity of Fj, we have
Hi
IVFG) = VDI || ¥ o5 llx =yl
keN
Hi
By —
[y 2 30)
L 2
ken e 2 Xl

Hi H
> —||x - > lx —
> 3 Slx =l = Slx -yl
keN

Thus, we finish the proof of the u-strongly convexity of F. []
A.2. The proof of Theorem 2

We follow the proof in [38]. First, we present some lemmas, and then
based on these lemmas, we prove the Theorem 2. For better analysis, we
introduce some virtual variables 7' = Z;{V:l pLv, and W= Z,]:]: | DLW
Both of them are inaccessible when t + 1 & Ip. When t + 1 € I, we
can get w™'. We also mark the gradients in the virtual sequence as
g = Z,’(V:l P VF(w})and g, = Z,](V:l P, VF(w],&). Therefore, we have

7 =w - ng, and Eg, =g,.

A.2.1. Key lemmas
It is necessary to present some lemmas to get our proof.

Lemma 3 (Result of one step SGD). Assume Assumption 1 and 2 hold, if
ne <n < ﬁ, n. € (0, ﬁ), we have

ENT™ = w*|? < (1 = unE@ - w*|?
N
+2E [Zpum’ - w;||2]
k=1
2

_ 2n
+mEllg, -3 + n—’r

c

(31

where T = Y (F(w*) - Fp).

Lemma 4 (Bounding the variance). Assume Assumption 3 holds. It follows
that

N
Ellg, -2 > < ) o7 (32)
k=1

Lemma 5 (Bounding the divergence of w). Assume Assumption 4 holds,
and #, is non-increasing and n, < n,, . It follows that

N
E [Z plw - w;||2] <HE-1)**G? (33)

k=1
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A.2.2. Completing the proof of Theorem 2

Proof. Based on the three lemmas above, we have
ENT™! = w17 < (1 = pn)E[[@' = w*||?
N 2
2n (€D)]
+8(E = )*2G* +m2 Y o7 + =T
k=1 Me
Let A, = E[[w’ — w*||? and ¥ = 8(E — 1)>G> + ¥ o> + nlr. We
assume that #, = t% for some 4> 0 and g > i Then we can prove

A, < £ by induction if ¢ = max( %,u +1)A, ). It follows that

Ay (0= pun)A, + ¥

pu . ¢ 82
<=2t (t+ A2
2 _ (35)

§t+/1_lc+ Y (Bu—-1)¢

(t+ 1)? (t+ 1)? (t+ 1)?

_¢
Tt+ A+l

t+A—1 1

We use the inequality for A > 0 in (35). Meanwhile,

t+A)? — t+i+l

. 2y B2Y _ (Bu-1)¢ _
the last step requires { > 31> 5O that tra? " G1ap <0.Whent=1,

it requires { > (41 + 1)A,. So we get the bound A, < %
Then by the L-smoothness of F(-), we have

L L ¢
A<= 2
"= 2¢t+24

IA

E [F@’)] —F*< %[EIIE’ —wP < 36)

2
According to ¢ = max{ ﬁﬂu—_\"l,(}» + 1)A, }, we have the fact that { <

ﬂﬁ;—_lyl + (4 + DA,. Specifically, we set g = %, A= E, we can get the
bound
E [F(w’)] ek €
2t+4
49
< — + A+ DA
—2(t+/1)(y2 (A+DAy) (37
2LY L

<———+ =A,.
WR2a+E) 2

When 7 € T, the virtual variable W =uw', so we finish the proof of
Theorem 2. []

A.3. Proof of Lemma 3

Proof. Note that 7' =’ — n,8;, then

—t+1 2 —t <12
07 —wlI” = llw —ng —wll

—t — — 2
=|w -ng —w" —ng +ngl

—t -2
= ||LU _W* _nrgr”

(38)
Al
o T —w* —n7. 7 — 210 _ 5112
T2\ W — W —1n,8,8 — & )TN, llg, — &l
A
We focus on bounding A, we split A;:
A=W~ w* ~ng
—t — ¢ — —
=@ = w2 =21, (@ = 0" F, ) +r2IE I 39
——

—_——

B, By
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We use the L-smooth property of F(-) based on Assumption 1

IV F Wi)II? <2L(F(w)) — F}) (40)

Note that

Bl = —27]t <EY - w*,§,>
=2, Y 7, <E’ - w*,VFk(wf)>

keEN
41

=2, Y 4, <w’ - w}(,VFk(wf‘)>
keN

—2n, Z A <w;C - w*,VFk(wi‘)>
keN

By Cauchy-Schwarz inequality and AM-GM inequality, we have

— 1, —
2wl VE)) < I = P+, IV Ey I (42)
t

By the u-strong convexity of Fy(-), we have

= (wf =" VEW)) < ~(Fw)) = Fw™) = Flluwf —w'IP - 43)

Using (41), (42) and (43), we have

1,,—
By <, Y p(— " = wh |12+, IV F (w1

keN '
M
=2, Y, (F) = Fe(w™) + 2w = w*|)
keN : (44)
<n Y PN — wh |2 +2Ln,(Fw)) — FY)
ren M
. M .
=2, Y, (Fe) = Fe(w™) + 2w = w*|)
keN
For B,, we use the equation (40) and convexity of || - |2, we have
By=m g I* <n; X, plIVEIP
e (45)
<2Ln? Y p(Fw) - F)
keN
Using (44) and (45), we bound the A,
A =|w -w|>+ B, +B,
— . 1,—
<@ —w* I +n, Y, pl(= @' = w | +2Ln, (F(wl) = F{)
kEN !
=2, Y, P(Fe) = F(w™) + 2w = w*|)
kEN
+2Ln? Y p () = F)
keN
<@ —w P+ Y pllw’ = wli? =, Y, plluw, — w*|?
keN keN
+aLy? Y P (F i) = F) =21, Y pl(F(wh) — F(w")
keN keN
A
C
(46)

We define y, = 2#,(1 — 2L#,), then we have
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C=@Lnt=2n) Y P F i) —4Ln? Y bl F;

keN keEN
+2n, Y plF(w")
kEN
=2, Y P(Fw®) = F*)+ @ —7) Y p(F* = F})
keN keN (47)

J

D,

=7 Y PL(F(w) = F*)
keN

D,

To bound D,, first, we use the convexity of F;(-) (see the first in-
equality). Then we use (42) (see the second inequality) and (40) (see
the third inequality). The detail is (48).

Dy=-y, Y P (Fw})—F*)

keN
=-1 ) P, (Fk(w;) - F,@)+FW)- F*)
keN
<=n Y, o ((VAR@)w, - ) + F@) - F*)
keN
v — 1 —
<5 XA (rz,nwk(w’)n2 + = flwj = w’||2) 48)
keN U
N/ (Fk(w') - F*)
keN
7, — . 1 _
<3 XA (2Ln, (Fk(w’) - F ) ol - w’||2>
keN t
=1 X i (@) - F*)
keN

We can bound C, we use the following facts since 7, <7, < ﬁ: nL-1<
0 and % <1, for all client k, F,@') - F} > 0.
T

C=D,+D,
_ t —t & 7/1‘ I3 1 —t 2
=nny X # (R@ - F )+ 50 3 sl =
keEN keN
1 —t * s 5
=1 X, 0 ((F@) = F) = (F* = F)) + D,
keN

=nLn, =1 Y, ol (R - F)
keN
Pl =@ +2n, Y pj (Fw*) - F))
keEN

(49)
L
2n, keN

V) — ‘
<5 X il =TI+ 20 3 A (Fw) - F)
' keN keN

252
— Y P(Fw) - F)

e
< Y Pl —w'|? +
Ne keN

keN
Using the bound of C, we can get
—t 2 —t 2
Al —w P+ Y plllw’ — il
keN

—un, Y Pl —w P +C
keN

—t * —t
<A =—mnlw’ = w*+2 Y pllw’ - i
keN

(50)

27112 1 * *
+—— Y A (Fw) = F)
e yen
We use Jensen’s inequality here, we show the fact that the function
f(x) = ||x — w*||* is convex, so we have

18
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2 2
I, ps —w P < Y pllw), — w|

(51)
keN keN
Taking the expectation on equation (38), we have
—t+1 _
EI0™ - w*|I> = EA, +EA; +n/Ellg, — &I’
<= pn)lw’ - w*|?
+2E | Y pplw’ — i
KeN (52)

22
JE[

c

Y i (Fw*) - F,:)]
keN

+nEllg — &I’

Since 0 < p; <1 and Fy(w*) — F! is determined once the F; is
determined. We show the fact that [E [Zke/\/ p;C(Fk(w*) - F;)] <
Yien (Fw*) — F). We define T'= 3, _ \+(F(w*) — F). The expecta-
tion on equation (38) can be written as

—t+1 — —t

ENIT™ — w* > < (1 — unEl[w' — w*||* + 2E [2 pillw —w;nz]
keN

_ ., 2

+n,2[E||g,—g,||2+ r]_tr

c

(53)
We complete the proof. []

A.4. Proof of Lemma 4

Proof. We can bound the variance of stochastic gradients in client k by
oy, we have

2
Ellg, -2l =E| Y, p(VF ). &) = VF,(w))
keN
er< > p;||VFk<w;,:;)—VFk<w;>||2> G4
keN

2 2
S[E<Z pi{ak)S Z oy
keEN keN
Here, we use the pZ < 1. We note that the main difference of this proof
with other proofs [38] is that p?{ is dynamically changing during the
training process, and finally converges to a certain value. We give the

analysis of pj here.
F (w)
el'k
SR OL we have

Note that the p! =
pk Zmej\f"’

eFi(w)

i + % ey €

Py (55)

Since Fy(w) > F;, where F, ; is the optimal value of the local loss func-

.
tion F, we can get efk® > ¢ | and

. 1 1
P = e 2 Fon(10)
| Tme(AM\k € m 1 Tme(A\kp e m (56)
+ eFk(w) + F:
e

Note that the lower bound of p?( only depends on the sum of other
clients (m € {N'\k}) exponential inference loss. For the upper bound
! X !
of p}, by the 0 < 1, we can get p, <1.
In summary, we bound the

1
1+ D ¢
oFr(w)

< 7
<p. <L 57)

We complete the proof. []
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A.5. Proof of Lemma 5

Proof. In FedVSA, each client might have E steps in local training
before the global aggregation. We assume that the global aggregation
performs at " CR, so there exists a tg<t,such that t —¢t) < E — 1,
and w'" = w;‘) for all clients. Also, we use the assumption that #, is non-
increasing and 7, o <21, and we use the bound the p;C in Equ (57), then

—t —
E|Y pliw —wil?| <E| Y plllw —w°|?

keN keEN
t—1
! /
<E Y b D (E= DR IVF !, &)
keN =1y
t—1
(58)
/ /
< YU(E - DEIVEWEDI?
=ty
1—1
S(E-D Y G <(E-1n, G
t'=t,

<HE-1’nG?
We complete the proof. []

Data availability
Data will be made available on request.
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